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ABSTRACT

The introduction of the cyber domain has fostered massive and profound changes
in all aspects of society. Cyber technology has completely restructured the methods and
manners of governance, economics, politics, social interaction, and has fundamentally
altered the character and conduct of warfare. This thesis describes how these
fundamental changes in society and warfare merit classifying the introduction of the
cyber domain as a military revolution.

Because of the cyber military revolution, warfare is no longer adequately defined
as violent campaigns and battles sought among armed fighting forces occurring between
periods of peace. War is now a continuous battle between diverse multi-faceted actors
waged primarily in the virtual cyber domain, occasionally accompanied by violent
clashes in the physical domain. When changes to warfare are this fundamental, it
requires a new framework of war to guide strategy, doctrine development, and military
operations at all levels of warfare.

This thesis uses case studies and analysis to demonstrate why the current
framework of war, based upon a theory of warfare described in Carl Von Clausewitz’
classical work On War, leaves a conceptual gap that does not fully address the challenges
of warfare in the cyber age. To address this conceptual gap, the thesis recommends a
revised framework of war that uses Colonel John Boyd’s philosophy of war and his

Observe-Orient-Decide-Act loop as the foundational core elements.



ACKNOWLEDGEMENT
I would like to thank my thesis advisor, Dr. Bryon Greenwald, for his mentorship
and feedback that enabled the completion of this paper. 1 would also like to thank my

wife and mother for their time and assistance in reviewing and editing this endeavor.



vi



TABLE OF CONTENTS

INTRODUGCTION. ...ttt st ne e e nee s 1
CHAPTER 1: The Cyber Military Revolution and the Future of Warfare............... 10
CHAPTER 2: Evaluating the Current Framework of War ..........c.cccccocvievviieinens 44
CHAPTER 3: The Core Element for a New Framework of War .............cccccocevvnnnne. 64
CHAPTER 4: Recommendation and ConcluSION ............cccoviiiiiiiiiieneic e 75
BIBLIOGRAPHY ..ottt ne e 83

vii



INTRODUCTION

In the introduction to his 2012 National Strategic Guidance, “Sustaining U.S.
Global Leadership: Priorities for the 21 Century Defense,” the President of the United
States declared, “We are a nation in a moment of transition.” The withdrawal of United
States forces from Iraq is complete, Osama Bin Laden was located and killed, and in the
President’s determination, enough progress had occurred in Afghanistan to begin the
transition to Afghani responsibility. Simultaneously, a full-fledged budget crisis is
exacerbating the complex conditions of this transition. The combination of these factors
has resulted in Presidential direction and a legislative mandate to reduce federal spending
that include deep cuts in the Department of Defense budget.> Despite the legislative
requirement to reduce defense spending by almost half a trillion dollars, both President
Obama and the Secretary of Defense Leon Panetta stressed the need to ensure that we
maintain the ability to prevail in the cyber domain. Secretary Panetta stressed, “...we
will protect, and in some cases increase, our investments in special operations forces, in
new technologies like ISR and unmanned systems, in space — and, in particular, in
cyberspace — capabilities.”? In a 60 Minutes interview in December 2011, Secretary
Panetta articulated the seriousness of the cyber threat and explained why this investment

is critical for the security of our nation: “The reality is that there is the cyber capability to

1 U.S. Department of Defense. Sustaining U.S. Global Leadership: Priorities for 21% Century
Defense. (Washington DC: Department of Defense, 5 January 2012), Presidential Cover Letter.

2 Zachary Keck. “Panetta: Cyber attack could paralyze our country,” Examiner.com,
http://www.examiner.com/foreign-policy-in-washington-dc/panetta-cyber-attack-could-paralyze-our-
country (accessed January 7, 2012)



basically bring down our power grid... to paralyze our financial system in this country...
to virtually paralyze our country.”?

Despite the recognition of the cyber threat by the President and Secretary of
Defense as articulated in speeches and in the capstone national strategic guidance
documents, there has been a lack of critical analysis regarding the truly unique
capabilities of cyber technology. Indeed, advances in cyber technology have fostered a
military revolution that has radically changed the future of warfare. This revolution
requires a framework of war that will provide an underpinning that will guide the
employment of our strategic capabilities in both the physical and virtual domains. This
thesis examines how the cyber military revolution has caused a conceptual gap between
the current and necessary framework of war and how cyber technology is influencing that
framework.

The underpinning of the current United States framework of war comes from the
Prussian military strategist Carl von Clausewitz. His theory characterizes war as the
shifting interplay between a trinity of forces: passion; chance and probability; and reason,
most commonly referred to as the people; the commander and his army; and the
government. However, Clausewitz formulated his theory in the first quarter of the
nineteenth century over 125 years before the invention of the digital computer and the
beginnings of the Internet. This thesis will illustrate how the introduction of the virtual
cyber domain has resulted in challenges, complexities, and necessary changes to the

framework of war that Clausewitz could not have foreseen in the early 19" century as he

authored his influential and still valuable work, On War.

* Ibid.



With the low cost and limited, if any, barriers to entry into the cyber domain, an
increasing number of actors have the ability to attack with virtual weapons that have
more flexibility than seen in the history of warfare.* This flexibility, supported by the
open cyber domain, allows diverse actors to challenge and attempt to thwart United
States’ interests and operations by injecting continual confusion, ambiguity, and disorder
into the strategic environment at the speed of light. Therefore, an effective framework of
war in the cyber age requires a foundational theory that guides understanding and
synthesizes chaotic, complex, and often contradictory information faster than one’s
opponent.® Colonel John Boyd’s Observe-Orient-Decide-Act (OODA) loop is a
synthesis of various theories of warfare. OODA has extensive domain of applicability
that can address the means to identify, distill, and prevail over the challenges the cyber
domain presents to the strategic environment. This thesis will outline the development
and key aspects of Boyd’s theory to illustrate how it can provide the necessary core
element for a new framework of war.

There is an immediate need for this new framework of war. The United States is
indeed in a period of transition with the conclusion of combat operations in Iraq and the
acceleration of transitional activities in Afghanistan. The stage is now set for the
potential conclusion of the longest-running armed conflict in our nation’s history.
However, there is also growing recognition that the conclusion of operations in Iraq and
Afghanistan will not complete or define this period of transition. The United States has

been involved in an unseen third war that is escalating and expanding daily. This unseen

* Kenneth Geers, “Sun Tzu and Cyber War,” Cooperative Cyber Defence Centre of Excellence,
http://www.ccdcoe.org/articles/2011/Geers_SunTzuandCyberWar.pdf, (Accessed February 16, 2012).

> James King, “OODA Loops for fighter pilots, business analysts and testers.” Kingsinsight.com,
http://kingsinsight.com/2012/02/27/ooda-loops-for-fighter-pilots-business-analysts-and-testers/, (accessed
February 27, 2012).



war has the potential to cause significantly more destruction to the military and the public
and private sectors than occurred during the deadly attacks on September 11, 2001 or
during this last decade of combat operations.

In a Washington Post editorial, Admiral Mike McConnell, the former Director of
National Intelligence and the National Security Agency, described this third war and
provided a blunt assessment of United States’ progress in this conflict:

The United States is fighting a cyber-war today, and we are losing.

It is that simple. As the most wired nation on Earth, we offer the

most targets of significance, yet our cyber-defenses are woefully

lacking. The problem is not one of resources; even in our current

fiscal straights, we can afford to upgrade our defenses. The

problem is we lack a cohesive strategy to meet this challenge.®

In August of 2006, Major General William Lord of the Air Force Cyberspace
Command disclosed that the first “virtual” shots of a cyber war against United States
military information systems occurred as early as 1998.” For over a decade, the Chinese
and Russians have been exploiting vulnerabilities in United States government and
military networks as well as in private networks of leading defense contractors. Their
efforts have had a devastating economic and budgetary impact that will ultimately
threaten the operational capability and safety of our nation’s combat forces. For
example, the United States Navy invested almost $5 billion dollars to develop a quiet

electric drive to increase the survivability of its submarine forces and in a separate

program spent billions to develop a radar upgrade for the Aegis class cruiser fleet. The

® Mike McConnell. “Mike McConnell on how to win the cyber war we’re losing,” Washington
Post. http://www.washingtonpost.com/wp-dyn/content/article/2010/02/25/AR2010022502493.html
(accessed January 7, 2012).

7 Joel Brenner, America the Vulnerable: Inside the New Threat Matrix of Digital Espionage,
Crime and Warfare (New York: Penguin Press, 2011), 3.
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Chinese were able to target both of those specific systems and steal detailed program
information through government-protected information systems.®

The lack of a comprehensive framework of war to deal with threats occurring
across the physical and virtual domains, coupled with the weaknesses of current United
States cyber defenses, has allowed the damages to include and go beyond the military
sector. These types of multi-domain attacks, operations, and threats are not a future
possibility. The example below shows that such events have already occurred on a
massive scale, creating an impact that was exponentially devastating. Does our Joint
Doctrine address this type of challenge? When do actions in cyber cross the threshold of
war? How will the world community in general and the United States in particular
combat these future threats?

On May 25, 2009, North Korea conducted a successful underground nuclear
weapons test, signaling its desired entry into the nuclear club. This success also
highlighted that a decade and a half of diplomatic efforts designed to prevent this from
occurring had failed. Several strategists believe this unprecedented escalation of saber-
rattling was due to a perceived need by North Korea’s Supreme Leader Kim Jong-il to
provide a stronger indication of what might happen if the pace and frequency of the
normal concessions of loans, free food, and oil was not increased. These types of
concessions to North Korea by the United States and our regional partners had been the
historical incentive used to attempt to modify North Korean behavior and resume

discussions to reduce elevated tensions on the Korean peninsula.®

8 -
Ibid., 3.
° Richard A. Clark and Robert K. Knake. Cyber War: The Next Threat to National Security and
What to do About it (New York: Harper Collins, 2010), 22.
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The actions directed by Supreme Leader Kim Jong-il did not have the desired
strategic or economic effects he was attempting to achieve. The Obama administration
decided to implement a new approach to North Korean provocative actions, and elected
not to respond with the typical concessions. Instead, the United States verbally
condemned the nuclear test and announced they would base defensive missiles in Hawaii
as a deterrent and counter-measure to North Korean actions and growing capabilities.™

As the 2009 Independence Day celebrations began in Washington D.C., North
Korea responded to the shift in approach by the Obama administration with a
simultaneous show of force in the physical domain and an attack in the virtual domain.
The show of force consisted of the launch of seven short-range ballistic missiles into the
Sea of Japan. Prior to the launches, a virtual attack started when the transmission of a
botnet virus message to approximately 40,000 computers occurred. The virus, attributed
by South Korean analysts as coming from a North Korean agent, directed the infected
computers to start a Distributed Denial of Service (DDOS) cyber attack on a list of
United States and South Korean government, military, and international company
computer systems.*!

The DDOS attack brought down the United States Departments of Homeland
Security and State’s unclassified computer systems, and eventually expanded to the
capability of sending out as many as one million requests per second that crashed the
servers at the Treasury Department, Secret Service, Federal Trade Commission, and
Department of Transportation. The attack also crashed or degraded the servers or

websites of the NASDAQ, New York Mercantile, New York Stock Exchange, and the

19 1bid., 22-23.
" Ibid., 23.



Washington Post, demonstrating that the public and private sector are vulnerable and not
immune to a cyber attack.*?

A separate variant of the botnet virus also initially infected between 30,000 and
60,000 computers that directly targeted South Korean government and bank computers.
This part of the attack was not simply a worm computer virus released into the cyber
domain to replicate and infect as many systems as autonomously possible; it was actively
controlled and modified to direct an estimated 166,000 computers from seventy-four
countries in an attempt to overwhelm South Korean fiber-optic cables and routers leading
out of the country. Pentagon analysts later concluded the purpose of this attack in the
virtual domain was most likely a test by North Korea to see if they could overload and
cutoff South Korea’s Internet connection to the rest of the world. The United States
relies on those connections to support the computer system and communications
infrastructure necessary for daily military operations and to coordinate the logistics
required to reinforce our forces in the event of a crisis on the Korean peninsula.*®

The Chinese cyber espionage and theft of vital information on the United States
Navy’s submarine electric drive and Aegis radar upgrade, coupled with North Korean
actions in the physical and virtual domains during the 2009 Independence Day weekend,
are two examples that demonstrate the changes in the conduct of warfare that were made
possible by the cyber military revolution. The North Korean cyber attacks on critical
United States transportation and banking infrastructure demonstrates the need for a new

framework of war that can address the blurring boundary between war and peace.

2 1bid., 24.
2 Ibid., 25-29.



The relationship between the military and society is in the midst of a
transformation caused by the revolutionary impact of cyber technology that is reshaping
cultures, redefining how nations conduct business, and causing significant organizational
transformation within the world’s armed forces. As highlighted by the President and
Secretary of Defense, investment and prioritization of the development of our cyber
capabilities is necessary to ensure we have the ability to fight and secure the virtual
battlefields. Failure to address and to resource properly our ability to dominate in the
virtual domain threatens our nation’s economic engine and will allow attacks that can
directly or indirectly threaten the development, safety, and combat effectiveness of the
United States military. Further, as the North Korean attack demonstrated, the cyber
military revolution has changed the balance between offense and defense. Offensive
cyber operations are difficult to deter, detect, and defeat and provide the virtual ways and
means to affect our ability to conduct operations in and across the physical domains of
land, sea, air, and space. As this increased offensive capability becomes more widely
available, it is reinforcing the need for a revised framework of war that can address these
new and developing challenges.

Chapter 1 of this thesis will provide an analysis of this latest military revolution in
order to highlight the changes cyber technology has introduced into the framework and
future of warfare. This analysis will set the foundation required for the assessment in
Chapter 2 of the applicability of continuing to use Clausewitz’s framework of war for
foundational joint doctrine in the cyber era. Chapter 3 will use Colonel John Boyd’s
OODA loop to provide the necessary adjustments and the foundational core element for a

new United States framework of war. Chapter 4 will conclude by proposing a new



foundational framework of war for Joint Doctrine that can guide the development of the
strategy and operations necessary to respond and prevail over the challenges that cyber

advances have created in the conduct of current and future warfare.



CHAPTER 1: THE CYBER MILITARY REVOLUTION

AND THE FUTURE OF WARFARE

The introduction of the cyber domain has sparked a military revolution that has
fundamentally shifted the way the United States, its allies and partners, as well as
potential adversaries, will fight current and future wars. Examining previous military
revolutions will increase the understanding of what the future of war in the cyber age will
look like and how it will develop. The effects of the fundamental changes brought about
by each military revolution are additive. A synthesis of the key attributes from each of
the military revolutions to date is necessary to determine the key aspects of the cyber
military revolution and the degree of impact cyber will have on the future of warfare.

Within United States military strategy and doctrine-development organizations,
classifying the seismic changes in the framework of war as military revolutions has
grown in popularity over the last twenty years. Military revolutions have occurred when
an evaluation of historic and contemporary military operations identifies fundamental
changes in the framework of war accompanied by equivalent changes in politics and
society.® Historians continue to debate how many military revolutions have occurred
throughout history; however, there is general consensus on how profound the changes
must be to qualify:

A military revolution, in the fullest sense, occurs only when a new

civilization arises to challenge the old, when an entire society

transforms itself, forcing its armed services to change at every

level simultaneously - from technology and culture to

organization, strategy, tactics, training, doctrine and logistics.
When this happens, the relationship of the military to the economy

! MacGregor Knox and Williamson Murray, The Dynamics of Military Revolution, 1300-2050
(Cambridge: Cambridge University Press, 2001), 6.

10



and society is transformed and the military balance of power on
earth is shattered.?

Strategists seeking to determine the impact of the introduction of the cyber
domain to warfare need to understand how the theory of military revolutions developed
and should be aware of the potential to confuse technological innovation with a military
revolution. Focusing on technological innovations and not evaluating any accompanying
changes to society, strategy, concepts of operation or doctrine can prevent strategists
from identifying whether a true military revolution has occurred. An effective evaluation
of a potential military revolution requires the strategist to determine if fundamental
strategic changes are necessary or if there is simply a need to match or counter the
technological advances within current forces.

The Development of the Concept of Military Revolutions

The conceptual roots of military revolutions come from the writings of British
historian Michael Roberts and Soviet military theorists. In 1955, Roberts theorized that
changes developed and employed by the Swedish warrior-king Gustavus Adolphus led to
an abandonment of the traditional approaches and tactics used by armies throughout
Europe. Robert’s ideas and theory went unchallenged for nearly twenty years, until
historian Geoffrey Parker evaluated and then expanded on the concept of military
revolutions. Parker’s book, The Military Revolution: Military Innovation and the Rise of
the West 1500-1800 was one of the first of a growing list of books and works delving into

the concept of military revolution.®> These books and scholarly works have sparked

? Alvin Toffler and Heidi Toffler. War and Anti-War: Survival at the Dawn of the 21st Century
(New York: Warner Books Inc., 1993), 34.

* Bryon Greenwald, “Understanding Change: An Intellectual and Practical Study of Military
Innovation-U.S. Army Antiaircraft Artillery and the Battle for Legitimacy, 1917-45” (PhD diss, Ohio State
University, 2004)
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decades of debate among historians about the nature of military revolutions but more
importantly, they have helped to foster a new approach to the evaluation of significant
changes in warfare.*

Soviet military strategists were the second major influence on the development of
the concept of military revolutions. Their contributions provide a historical example on
the importance of recognizing when fundamental shifts in the framework of war have
occurred.” Russia’s near defeat at the hands of a messianically driven and technology-
infused Nazi Germany fostered a renaissance in the Soviet study of military art and
science. Energized by the realization that they had missed a major shift in warfare after
World War | — specifically, the growth of armor forces and the emergence of Blitzkrieg
combined arms operations — Soviet military theorists developed the concept of the
military technical revolution. During the early phases of the Cold War, Soviet planners
worried that the United States’ dominance in the development of advanced military
technologies — precision guided munitions, cruise missiles, and stealth technology —
would undermine Soivet plans to overwhelm NATO forces with a mass of relatively less
sophisticated forces. Their concern deepened after evaluating the success of the Israeli
employment of precision-guided weapons against Soviet-designed weapon systems and
tactics during the Yom Kippur War.® However, the Soviet’s evaluation of the shift in the

character of warfare was limited primarily to the American technological innovations,

* For additional references and works on the nature and theory of military revelation see: Jeremy
Black, A Military Revolution? Military Change and European Society, 1550-1800; Andrew Krepievich,
“Cavalry to Computer: The Pattern of Military Revolutions,” Clifford J. Rogers, “The Military Revolution
Debate, Readings on the Military Transformation of Early Modern Europe,” and Crane Briton, The
Anatomy of the Military Transformation of Early Modern Europe.

> Knox and Murray, The Dynamics of Military Revolution, 1300-2050, 1-2.

® Ibid., 3-4.
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which caused them to focus on matching technological capability versus evaluating
whether or not they needed to adjust their strategic or operational concepts.

Andrew W. Marshall, the long-serving director of the Pentagon’s Office of Net
Assessment, acknowledged the value of using the Soviet approach to evaluating historical
and contemporary military operations to determine whether military-technical revolutions
had indeed occurred that would necessitate fundamental adjustments in United States
strategy.” Marshall and the Office of Net Assessment recognized that the Soviet analysis
placed too much emphasis on technology and elected to replace the term “military-
technical revolution” with “revolution in military affairs.” The objective was an attempt
to ensure that the analysis of potential military revolutions included the evaluation of
changes in the strategic environment, strategy, and doctrine along with technology to
determine the extent of potential changes in the future of warfare.®

Marshall was concerned that the United States seemed overly focused with
reliance upon the promises of new technology to reduce the duration and cost of war,
while minimizing the loss of life and overall destruction of enemy forces and
infrastructure required to obtain decisive victory. The success of new technologies in the
Gulf War spurred many military strategists and Pentagon programmers to advocate that a
military revolution had occurred. The result was a justification of a dramatic shift of
United States military procurement to costly high technology networked systems.

However, the lack of a corresponding seismic change to society, strategy and military

’ Ibid., 4.
% Ibid., 4.
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organizations indicate that Marshall’s concerns about overreliance on technological
advances were deemed unwarranted by the Department of Defense.’

Many historians and scholars will incorrectly use the terms “military revolution”
and “revolutions in military affairs” simultaneously. These two terms have very distinct
meanings and have different levels of impact. Historians Williamson Murray and
MacGregor Knox equate military revolutions to earthquakes due to their often
uncontrollable, unpredictable, and unforeseeable characteristics that result in systemic
changes in both p